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RESEARCH BACKGROUND

 On June 29, 2005, the SEC mandated firms to describe their material risks in Item 

1A of  10-K.

 The SEC’s Division of  Corporation Finance issued a disclosure guidance regarding 

cybersecurity in 2011. 

 To assist firms in assessing what, if any, disclosures should be provided related to 

cybersecurity risks and cyber incidents.

 The SEC has issued comment letters to several firms pointing out the inadequacies of their 

cybersecurity risk disclosures by referring to the guidance. 

 The guidance is becoming a de facto ruling (Grant and Grant, 2014).

 Cybersecurity risk disclosures have been criticized by practitioners and academics.

 Firms use boilerplate language every year (Bennett, 2015).

 The disclosure guidance is vague, similar across industries that will bring little information 

to the market.(Ferraro 2013)

 The purpose of this study is to investigate the informativeness of cyber risk 

disclosure (i.e., the ability to help stakeholders assess the probability 

of future cyber incidents) in terms of presence and content.



SUMMARY OF FINDINGS

 Both the presence and the content of cyber risk disclosure are associated with 

subsequent cyber incidents, indicating that cyber risk disclosure is informative.

 There is a substantial increase in the percentage of firms that disclose cyber risks 

following the SEC’s disclosure guidance. 

 The presence of cyber risk disclosure is no longer associated with subsequent cyber 

incidents in the post-guidance period.

 Fail to find a significant association between firm-specific disclosure and cyber 

incidents.

 Market participants only utilize the presence of cyber risk disclosures, but not by the 

content of the disclosures.

 Business disruption and financial performance are the two major concerns of firms 

when they encounter cybersecurity issues. 

 There is a growing concern regarding reputation damage 

and loss of intellectual property due to cyber incidents.



HYPOTHESIS

 The disclosure literature suggests that managers have incentives to disclose favorable 

information and withhold negative information (Beyer, Cohen, Lys, & Walther, 2010; 

Verrecchia, 2001).

 However, they may face legal penalties for not disclosing such information. Litigation 

costs could be high enough to motivate disclosures of bad news (Skinner, 1994).

 Consistent with this view, recent studies document that risk factor disclosures are 

generally informative (Campbell et al., 2014; Hope et al., 2016; Kravet & Muslu, 2013).

 Lawsuits may be filed if a material cyber incident happens, but the firm fails to alert the 

investors about the risk in advance.
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HYPOTHESIS

 The disclosure literature suggests that managers have incentives to disclose favorable 

information and withhold negative information (Beyer, Cohen, Lys, & Walther, 2010; 

Verrecchia, 2001).

 However, they may face legal penalties for not disclosing such information. Litigation 

costs could be high enough to motivate disclosures of bad news (Skinner, 1994).

 Consistent with this view, recent studies document that risk factor disclosures are 

generally informative (Campbell et al., 2014; Hope et al., 2016; Kravet & Muslu, 2013).

 Lawsuits may be filed if a material cyber incident happens, but the firm fails to alert the 

investors about the risk in advance (e.g., Heartland Payment Systems).

 Thus, we expect that firms tend to provide cyber risk disclosure when they deem the 

risk as a material matter.

H1. The presence of cyber risk disclosure is positively associated with the likelihood 

of subsequent cyber incident.
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HYPOTHESIS

 Practitioners, regulators, and academics have expressed concerns that cybersecurity 

risk disclosures may be boilerplate (Bennett, 2015; Hilary et al., 2017)

 If the concern is true, the content of cyber risk disclosure is not likely to be 

associated with the likelihood of reported future cyber incidents.

 On the other hand, Campbell et al. (2014) show that the level of risk determines the 

amount of disclosure firms devote to address that risk. Similarly, Filzen (2015) 

argues that the more discussions of potential negative outcomes, the greater the 

likelihood of the negative event. 

 If cyber risk disclosure is informative, firms facing higher cyber risks are more likely 

to devote a greater portion of the disclosures to describe their cyber risks.

H2. The content of cyber risk disclosure is positively associated with the 

likelihood of subsequent cyber incident.



HYPOTHESIS

 Prior studies indicate that changes in risk factor disclosures are associated with 

abnormal returns surrounding the release date, information asymmetry, analyst 

forecast dispersion, and risk perceptions (Campbell, Chen, Dhaliwal, Lu & Steele, 

2014; Filzen, 2015; Hope, Hu & Lu, 2016; Kravet & Muslu, 2013).

 However, such studies examine risk factor disclosure at the aggregate level rather 

than at the individual risk factor level. It is ex-ante not clear whether the market 

incorporates information conveyed by the disclosure that describes cyber risk. 

 If investors incorporate information from cybersecurity risk disclosure, they should 

respond less severely for firms with prior cybersecurity risk disclosure.

H3a. The market reaction following cyber incident is less severe for firms with 

prior cyber risk disclosure.

H3b. The market reaction following cyber incident is less severe for firms with 

lengthy cyber risk disclosure.



HYPOTHESIS



HYPOTHESIS

 Since risk factor disclosure in item 1A is qualitative and does not require assessment 

of probability, firms may disclose all possible risk factors to fulfill regulatory 

requirement (Campbell et al., 2014).

 Consistent with this view, Beatty et al. (2015) document that disclosures become 

less reflective of future financial constraints following the SEC comment letters.

 To the extent that the SEC’s cybersecurity disclosure guidance could be viewed as 

regulatory shock (i.e., regulatory pressure): 

H4. The association between the presence of cyber risk disclosure and subsequent 

cyber incident is different before and after the introduction of the SEC’s 

cybersecurity disclosure guidance.



SAMPLE

 Obtain cyber incident data from the Audit Analytics cybersecurity database and 

Privacy Rights Clearinghouse (privacyrights.org)

 Period between 2005 and 2015.



ESTIMATION MODEL

Disclosure Indicator variable, equal to 1 if  the firm has cyber risk disclosure in fiscal 

year t, 0 otherwise

Content Total number of  words in cyber risk disclosure in fiscal year t, normalized 

by the average number of  words in individual risk factors
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RESULTS
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 Disclosure

Indicator variable, equal to 1 

if  the firm has cyber risk 

disclosure in fiscal year t, 0 

otherwise

 Content

Total number of  words in 

cyber risk disclosure in fiscal 

year t, normalized by the 

average number of  words in 

individual risk factors
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ADDITIONAL TEST
FIRM-SPECIFC DISCLOSURES

 Investigate whether firm-

specific cybersecurity risk 

disclosures are related with 

cyber incidents.

 Score

One minus the cosine similarity 

score between firm’s cyber risk 

disclosure and industry’s 

average disclosure for fiscal year 

t, adjusted by length using 

Taylor expansion proposed by 

Brown and Tucker (2011)

 Informativeness

Percentage of  unique words that 

are not used by any other firms 

in the same industry for the 

same fiscal year



ADDITIONAL ALAYSIS
TOPIC ANALYSIS

 Conduct a topic analysis to 

investigate firm’s concerns 

about cybersecurity.

 Extract two-word phrases that 

occur 2% - 98% (to remove 

specific phrases and 

uninformative phrases) of  all 

cyber disclosures.

 Manually read and choose 211 

meaningful phrases out of  1,042 

phrases.

 Classify these phrases into five 

topics of  consequences: 

business operations, financial 

performance, reputation, 

lawsuit and litigation, and 

intellectual property.



CONCLUSION

 Both the presence and content of cyber risk disclosure are positively associated with 

subsequent cyber incidents, suggesting that cyber risk disclosure is not boilerplate.

 Investors are only using information conveyed by the presence of, but not the 

content of cyber risk disclosure.

 The presence of cyber risk disclosure is no longer associated with subsequent cyber 

incidents.

 Fail to find a significant association between firm-specific disclosure and cyber 

incidents.

 Firms are more concerned about the disruption of business operations and impact 

on financial performance when encountering cybersecurity issues. Moreover, there 

is a growing concern regarding reputational damage and loss of intellectual 

property due to cyber incidents. 



LIMITATIONS

 Assume that managers have knowledge of the cybersecurity risks firms face, which 

may not necessarily hold. If firms are not aware of the level of cyber threats, they 

are less likely to provide meaningful disclosures.

 Use cyber incidents as the proxy for cybersecurity risks, which may not be the most 

accurate measure as theoretically any system can be breached.

 Did not answer the question why investors are not utilizing information conveyed 

in the content of cybersecurity risk disclosure.



COMMENTS & SUGGESTIONS



CONTRIBUTIONS

 Contribute to the cybersecurity disclosure literature.

 Complement Wang et al. (2013) and Gordon et al. (2010)

 Contribute to the risk disclosure literature.

 Focus on actual risk event rather than perceived risk.

 Make contributions to the textual analysis literature.

 Develop methods that first locate individual risk factors from item 1A and then identify 

security-related risk factors. 

 Topic analysis using word-term patterns help to obtain a thorough understanding with 

respect to the consequences of  cyber incidents that firms are most concerned about.

 Help policy makers to determine the benefits and consequences of cyber risk disclosures 

and disclosure guidance. 



LITERATURE REVIEW

 Campbell et al. (2014) show that firms disclose more risk factors when facing greater risks. 

The unexpected portion of risk factor disclosures is associated with systematic risk, 

idiosyncratic risk, information asymmetry, and abnormal returns following the disclosure.

 Kravet and Muslu (2013) reveal that increases in the number of risk-related sentences are 

positively associated with stock volatility, trading volume around and after the filings, and 

dispersed forecast revisions around the filings.

 Hope et al. (2016) demonstrate that the level of specificity in risk factor disclosures is 

positively associated with the market reaction and can help analysts assess firms’ fundamental 

risk.

 Brown et al. (2015) identify that firms significantly modify their risk factor disclosures after 

receiving comment letters, and there exists spillover effect.

 Gaulin (2017) emphasizes the importance of using individual risk factors by showing that 

mangers add new risk factors and remove stale risk factors on a timely basis, and that such 

activities predict future economic changes even after controlling for ex ante risk and firm 

performance.



DATA SOURCE

 Audit Analytics Cybersecurity Database

 Provide cybersecurity breaches for U.S. public firms 

 Updated once each quarter 

 Breaches are identified from three primary sources:

• News agencies and Cybersecurity blogs

• The Offices of the Attorney General of the following states: 

California, Maryland, New Hampshire, Vermont. 

 When available the following data is collected from the primary sources: 

Date of breach, Date became aware of breach, Disclosure date, Number of records stolen, 

Type of information stolen, Type of attack. 

 Once a breach is identified the following information from SEC 6-K/8-K filings is added as 

it is disclosed: The Disclosure, Costs, Insurance, Class actions.

 Privacy Rights Clearinghouse (privacyrights.org)

 Publishes data breaches that involve individual’s identity since 2005.

 Include the following types of breaches: Payment Card Fraud, Hacking or Malware, 

Insider, Physical Loss, Portable Device, Stationary Device, 

Unintended Disclosure
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