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AGENDA

-~ HP’s Approach to Continuous
Auditing/Continuous Monitoring

— Application Risks

— Financial Processing

— Getting to the Oultliers
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FROM NOISE TO KNOWLEDGE:
Considerations for Persuasive Monitoring

Gain a sense of purpose, risk and time to tune outliers that are
persuasive AND economically useful.

Audit Objectives Business Objectives
|
Finance IT
|
Transactional (Routine) Complex (Judgment)
Static Volume Dynamic Change
|
Cyclical KPIs Predictive Risk Indicators
Periodic Continuous p

/
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OUR APPROACH FOR MEASURING RISK

Indicators exist at various levels in
the organization:

v/ IT Infrastructure Operations
\/Applications
v’ Financial Processes

How does HP Internal Audit assess
these controls by area?
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ACCOUNTS RECEIVABLE (AR) CYCLE
3 Areas of Indicators

3. Financial Process KPIs

Exception Data

Analytics
Clear problems i

Blocked & unblock Configurable Control

Transactions transaction Settings
Transaction 2. Apps KPIs
Input Change Management
Configurable Security
Controls Operations

Clean AR Processing
Transactions

1. IT Infrastructure Ops KPIs

Changes/Access/Incidents Updated
AR File
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CONTINUOUS AUDITING & MONITORING MODEL

Aligning IT and Business Objectives Provides a View to
Emerging Risk

Governance

Continuous Monitoring Tools and Methodology

IT Infrastructure Risk Application Risk Financial Process Risk
* Release & Config Mgt  « Change Management - Automated Controls
* Transport Frequency & * Changes from Baseline
Volume
- Identity Management ~ * Security conditions Transaction Data
* Granting Access *Credit & Collections
* Revoking Access * Account Receivables
* Segregation of Duties *P-Card
* Periodic Reviews * Manual Journal Entries
* Incident Management - Operations processing - Fixed Assets
*HP Service Center
Tickets

Accepted Assurance Frameworks
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Application Risk
CHANGE MANAGEMENT IN S

overnance

Change Management

* Transport Frequency &

 Security conditions
* Granting Access
* Revoking Access
» Segregation of Duties
* Periodic Reviews

» Operations processing
*HP Service Center

Tickets

Accepted Assurance Frameworks
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SAP TRANSPORT REPORT

©2009 HP Confidential

History Report for TRANSPORTS (Area:MAINTENANCE)

back to selection

new window
i) @
‘Histor‘_\{ for KRETRANSPORTS
) (A>
400 —&— cFO
7\ B
300 A, MOFH
VAR / o
200 / \ \J —gi— U371
N \/{ .
£ p P
it : =" : %
2 2 Z = = = = = = = 2
g| 2 % EI E g| q?' E| Ej' ;}I u:
i BB =g -E - pA=115
A | B | c | D |
[ 1 | History for KRI:TRANSPORTS
System Oct09 | Nov09 | Decl9 = Feb10 | Mar10| Apr10 | May-10]| Jun-10 | Jul10
CPD 4 30 235 /4 0 45 64 3 22 71 B
D7C 489 493 393 148 ) 545 240 108 156 316 193
FI1 35 57 33 AEE 84 8 23 117 16
520 3 27 35 5 9 12 1 54 53 4
USH 23 22 1 7 23 58 1 25 32 1
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OAF

| RANOSFURIT DETAILOS

P

@ Standard XML Excel Spreadsheet for Reports (Office 2003) - Windows Internet Explorer
File

=l o ]S

Edit View Favorites Tools Help Links *

Cin
]

List of transports of month 02 /2010

$ BR[|z |8 -E - FF p AL =R,
--E--_i___

List of 545 transport(s):
Count: | Reg.number: | Type Creator: Date Time:

1 D7AK9ADESR T 08133424 02/21/2010 10:14:10

D7AKIAODESS T 08133424 02/21/2010 10:14:11
3 D7AKIADE K 21441010 02/21/2010 11:41:28
4 O7AKIADESD K 21441010 02/21/2010 11:41:27
5 D7AKIADEIH K 21441010 02/21/2010 11:41:29
B D7AKIADEAT W HOJ 02/21/2010 10:26:42
7 D7AKIADEAF W HOJ 02/21/2010 10:26:44
B O7TAKIADEAH W HOJ 02/21/2010 10:26:44
9 D7AK9ADEA W HOJ 02/21/2010 10:26:56
10 D7AKIADEAL W HOJ 02/21/2010 10:26:56
11 D7AK9ADEAZ T 20271520 02/21/2010 10:10:25
12 O7AKIADEBD T 20271520 02/21/2010 10:10:27
13 D7AKIADEBS T 20407503 02/21/2010 10:10:08
14 D7AK9AODEBS T 20407503 02/21/2010 10:10:10
15 D7AK9AODEBY T 20407503 02/21/2010 10:10:11
16 O7TAKSAODEBD T 20407503 02/21/2010 10:10:13

L 3

nmj »
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Application Risk
SECURITY CONDITIONS

overnance

Application Risk

« Change Management
* Transport Frequency &
olume

 Security conditions
» Granting Access

» Segregation of Duties
* Periodic Reviews

» Operations processing
*HP Service Center
Tickets

ACCepted Assurance Frameworks
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GRANTING ACCESS: SELECT YOUR SAMPLES

*From the KPI home page: Reports -> User Changes

Microsoft Excel - OWCSheet33104.5(ML [Read-Only]

@_1 File Edit Wew Insert Format Tools Data Window Help

HRNE=R" FEIR= RN A N TR A R

2 = -4l £ ) = - @

R Bt I e W N N | & B (@4 |, ¥4 Reply with Changes... End Revie !
: Arial -0 - B 7 UIE=E=E$ % o+ %[ EE| G
D46 - &
A B C D E F G H
1 No: Logon name: | Client: Email: Logon type: User group: |rprise Dir. - Empl Logon status
2 182 New users in 04/2008 cor
3 1 00012359 100 regina.hunter@hp.com DIALOG TH-TIS 00012359 USED
4 2 00015617 100 steve riandaf@hp.com DIALOG 3C-PURCHASIN 00015617 USED
5 3 00036143 100 barbara.edwards@hp.com DIALOG 3C-PURCHASIN 00036143 USED
B 4 00088546 100 miguel_rosado@hp.com DIALOG 4-5PARES 00088546 EXFPIRED1
7 5 00092328 100 tami.sutton@hp.com DIALOG B-MFG 00092828 USED
B
9 1 Deleted users in 04/2008 c
10 183 | DAVIDWH [ 100 | david white2@hp.com |  DIALOG | 1-MFG [ 00471669 |
11 23 Users with new roles/profiles ir
12 184 00232650 100 francisco.montesi@hp.com DIALODG Z-BASIS 00232650 USED
13 185 00489338 100 eladiavelez@hp.com DIALOG 4-MATLENG 00489938 LOCKED
14 186 20372398 100 richard.greeni@hp.com DIALOG BA-MFG 20372398 USED
M 4 » W] Sheetl { Sheet2 / Sheet3 / <
Ready
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REVOKING ACCESS: TERMINATED USERS

Microsoft Excel - RO1_10_Terminated.xls | [z
E_] File Edit Wew Insert Format Tools Data  Window Help Type a question forhelp = - & X
INEEHOPATE S BB S0 8- E e c@iv o B SE N A E
i Tt Bt B R A | [ B [ | ¥4 Reply with Changes... End Review... !
KT - I
A B c B] E F G ]

1 | Logon name: | Client: Email: rprise Dir. - Emplogon status] Last logon: Term.Date =
2 cADJ 010 jun.cao@hp.com 20262408 USED

3 KUMARSZ 010 shankar kumar@hp.com 20222558 USED - 2007-08-31

4 MORLANDP 010 paul.-morland@hp.com 10289639 USED 08/23/2007 2007-09-21

5 MO043120 010 pascal veuilleni@nonhp-gre_exch_hp.co MO043120 USED

4] 00648052 010 martina.michalski@hp.com 00648052 LOCKED 08/31/2007 2007-08-31

7 [ 00658130 010 duncan.henry(@hp.com 00655130 LOCKED 08/23/2007 2007-08-28

8 07884664 010 jason.stephens@hp.com 07884664 LOCKED 10/03/2007 2007-10-03 v
M 4 » »"Sheetl / Sheet2 { Sheet3 / | ¢ | 5|
Ready MLIM

Yellow: Active, but no logon after termination

Green: Inactive and no logon after termination

12 ©2004 AANQYRMRES 10/29/2010
12 2010




SAP TERMINATED USER COMPARISON

History Report for TERMINATED (Area:USER)

back to selection new window
0 @)
20
15
10 B Aug-10
M Sep-10

CPO

ovc

FI1 GGP GPG W1 LH1 ROO RO 20 U351
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SAP Users with Unblock Transaction Capability Trend

History Report for Credit Hold Release (VKM1,VKM2) (Area: TRANSACTION)

back to selection new window

Cia
#

@)

History for KRIT_CHR

20

4010

S—o— H————¢
300 4

4— APL
—— R0

A A A A A A & A A A & AL
1DDH—.—.——I—I=.=I—I"/.-—.——.

200

Moy-09
Dec-09 4
Jan-10
Feb-10

_Mar-10
_Anr-10
hay-10
Jun-10 -
Jul-10
Aug-10
Sep-10
Q=10
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Application Risk
OPERATIONS PROCESSING

overnance

Application Risk

« Change Management
* Transport Frequency &
Volume

 Security conditions
* Granting Access
* Revoking Access
» Segregation of Duties
Periodic Reviews

» Operations processing

*HP Service Center
‘ cheptea zssurance !ramewcrks \
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OPERATIONS PROCESSING

HP KRI Information System - Data Entry

Business Group GO+IT-Al Sysid LH1 Installation 0020109862
Year 2010 - Month September - Client 100 (LH Production)
Detail Level @ Low-1 Medium - 2 High - 3 Last Data Pull: 2010-10.08
edit data reset system close window help
AREA GROUP ITEM SITEM UNIT LAST CUR. COMMENT
[T Operations Openview Tickets # 83 132
Availability % 100 100
) Actual Downtime hours 0 0
Downtime -
Elapsed Planned Downtime hours 0
- Elapsed Unplanned Downtime hours 0 0
System Availability - —
Pri 1 calls raised in month # 2 8
Pr 2 calls raised in month # 6 20
Calls . -
Pri 1 calls outside agreed turnaround # 0 0
Pri 2 calls outside agreed turnaround # 0 0
Outages Unplanned Outages # 0 0
Change Open Tickets # 1 3
Management MNumber of Change Requests # 8 10
Delayed moves to production # 0 0
Mo of Transports in e070 # 115 88
Maintananra TraﬂSDU'I'tS
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DETAIL LIST OF OPENVIEW TICKETS

-

'€ Standard XML Excel Spreadsheet for Reports (Office 2003) - Windaows Internet Explarer = ===
File Edit View Favorites Tools Help Links *
List of HPSC tickets of month 09 /2010

v | 4 B T g -E - e al=1" ]
1] List of 132 ticket(s):

I8 Count:| Incident #: Cl Incident Title: Creation Date/Timegl  Alert: Status: | Criticality: | Priority: | Re
EH IMET52692  |hogwu0656._austin |Job completed abnormally - CFIT-LH::gy  09/01/2010 01:02 [ 2nd warning | Closed 1 2 09
1 BE IMET52710  |hogwu0656._austin |Job completed abnormally - CFIT-LH::gy  09/01/2010 01:06 [ 2nd warning | Closed 1 2 09
H s IMET52782  |h-gwu0656_austin |Job completed abnormally - CFIT-LH::gy  09/01/2010 01:24 | 2nd warning | Closed 1 2 09
B IMET52914  [hogwu0656_austin |Job completed abnormally - CFIT-LH::g{  09/01/2010 01:57 initial Closed 1 2 09
5 IMEYE1350  |h:gwu0656.austin{Job completed abnormally - CFIT-LH::qy  09/02/2010 01:38 initial Closed 1 2 09
E s IMET61410  |h:gwu0656.austin {Job completed abnormally - CFIT-LH::qy  09/02/2010 01:55 initial Closed 1 2 09
El 7 IMET61493  |h:gwu0656.austin |Error occurred while launching job - CFI| 09/02/2010 02:08 initial Closed 1 2 09
il s IMET61494  |h:gwu0656.austin |Error occurred while launching job - CFI|  09/02/2010 02:08 initial Closed 1 2 09.
11 E IMET61993  |h:gwu0656.austin {Job completed abnormally - CRIT-LH::qy  09/02/2010 03:38 breached | Closed 1 2 09.
12 D IMETE7630  |h:gvu0656.austin |AUSTIN PRO - CFIT-LH - Please reruni 09/02/2010 16:56 initial Closed 1 1 09.
13 IEE IMETE7989  |h:gvu0656.austin |AUSTIN PRO - CFIT-LH - Please mark | 09/02/2010 17:41 breached | Closed 1 1 09.
I 2 IMETE8017  |h:gwu0656.austin |Error occurred while launching job - CFIl 09/02/2010 17:48 [ 2nd warning | Closed 1 2 09
3 IMETE8055  |hogwu0656.austin | CFIT-LH::gqw0656 austin.hp.com::ABEN 09/02/2010 17:58 initial Closed 1 2 09
B IMETE9063  |h:gwu0656.austin {Job completed abnormally - CRIT-LH::qy  09/02/2010 22:02 breached | Closed 1 2 09
15 IMEYE9888  |h:gwu0656.austin|Job completed abnormally - CFIT-LH::gy  09/03/2010 01:41 initial Closed 1 2 09
15 G IMET69952  |h:gwu0656.austin|Job completed abnormally - CFIT-LH::g{  09/03/2010 01:57 initial Closed 1 2 09
e 7 IMETT0280  |h:gwu0656.austin{Job completed abnormally - CRIT-LH::qy  09/03/2010 02:55 initial Closed 1 2 09.
El ¢ IMETT2563  |h:gwu0656.austin{Job completed abnormally - CRIT-LH::qy  09/03/2010 08:05 breached | Closed 1 2 09.
Bl o IMBTT2857  |hogwu0656. austin |AUSTIN PRO - CFIT-LH - Please reruni 09/03/2010 08:46 [ 2nd warning | Closed 1 1 09.
EXl on IMRZFIET? _llh-maiNRER anctin| Inh ramnlatad ahnarmalhs - CET H--ad _0G/NA2/2010 10-272 hraarhad | Mncad 1 2 na T
Fi T 3

10/29/2010
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AUTOMATED (APPLICATION
CONTROLS

overnance

Application Risk

« Change Management
* Transport Frequency & ‘
Volume
 Security conditions
* Granting Access
* Revoking Access
» Segregation of Duties
* Periodic Reviews
» Operations processing
*HP Service Center
Tickets

Accepted Assurance Frameworks
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KEY OBJECTIVES

1. Extract application control data
directly from SAP systems

2. Create a benchmark report
comparing current application
controls data with the previous audit

3. Evaluate the impact of all changes to
determine if retesting is required

4.  Get buy-in from external audit for
benchmarking approach

19  ©2009 HP Confidential 10/29/2010




BENCHMARKING AUTOMATED CONTROLS

Procure-to-Pay Controls

All controls

Standard Configuration (00)
Vendor Master Data (01)

Material Master (02)

FPurchase Information Record (03)
PIR fields (04)

2-way match (05)

Goods Issue (06)

3-way match (07)

Disbursement Cycle (08)
Purchase Price Variance (09)

Cycle Count (11)
Standard Revision (12)

2
20 12 November 2010
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new entries
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BENCHMARKING AUTOMATED CONTROLS

Customer-to-Cash Controls

All cantrals
Customer Master (01)
Material Master (02)
Pricing (03) new entries
Backlog Re-pricing (04)
Incompletion Procedure (05)
Credit Filter (06)

Account Determination (07) new entries
Transit Time Delay (08)
Invoice only after PGl (09)
Invoice requires PGI (10)

AR aging (11) new entries
EDI Payments (12) new entries
Lockbox Payments (13) new entries

21 ©2009 HP Confidential 10/29/2010
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BENCHMARK REPORT

cm g mmm————

g m e

v|_!

A

B

=

H

=

F

J

1 |Benchmark report for SOX - C2C App Controls - Fusion AMS - 2008 run by 00110824 (Patricia Geugeli |

Comparison between 04 /2010 and 07 / 2010

22

2

5 Benchmark report for Pricing C2C 03

4 Comparison of Custom Programs - ACPROGS

5 Mode Cycle |Control |Program Job FM Name TCode Variant Transport # Transport creaf]

6 Mo Changes| C2C 3 3SD_EZPRSU RS _GET_PRICINI

7 |MNo Changes| C2C 3 350D _EZPRSU RS GET _ITEM_RA

8 Mo Changes| C2C 3 ZHVIM0S

5 | Changed c2c 3 CHANGE OR CI0K9AZAUW | ravi-kk@hp.com|| _
10 Comparison of Pricing Category - T682 1
11 Mode Usage |Applicat.|Access seq |Transport # Transport creato Old Cat. Mew Cat. Dld Active Mew Active

12 MNew B ME 2002 CI0K9A28AS |safholm@hp.com - - - -

13 | Changed B NF 1 C30K9A28AS |satholm@hp.com -

14 | Comparison of Pricing Category - T683

15 Mode |Usage |Applicati{Procedure |Transport # |Transport creatd Old Description |  New Description | Exclusion Proced Exclusion Procd
16 Mo Changes in Pricing Category

17 Comparison of Pricing Procedures - T6835

18 Mode |Usage [Applicati{Procedure [Step number [Condition count{Transport # [Transport creator  [Dld Condition typelew Condition tyg
19 Mo Changes in Pricing Procedures Ll
20 Comparison of Pricing Procedures - TG83V

21 Mode Sales O)|Distributi{Division Document proce Pricing procedul Transport # Transport creator Old Procedure | Mew Procedure

22 Mew Do0o IC 2D T 1 C30K9A2VSC |- cindy fulton@hp.com - ZHPICA

23 Mew Dooo IC 7 T 1 C30K9AZYSC |- cindy fulton@hp.com ZHPICY

24 MNew Dooo 20 D T 1 CI0KIA29N2  thris_anganes@hp.com ZHPICA

25 Mew ES 7 D A 1 C30K9A2807 | - lorin.atkins@hp.com ZIC000

26 MNew WX frd i A 1 C30KIAZB0OT | - lonn.atkins@hp.com ZIC000 hd
M4 4+ M| Sheetl - Sheet? -~ Sheet3 -~ #2 [ L] B
Ready ||| 8 O | ae03e(=) [ *
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FINANCIAL PROCESSING

overnance

Application Risks

« Change Management
* Transport Frequency &
Volume
 Security conditions
* Granting Access
* Revoking Access
» Segregation of Duties
* Periodic Reviews
» Operations processing
*HP Service Center
Tickets

ACCepted Assurance Frameworks
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FINANCIAL PROCESS MONITORING

— Today’s illustration: Global Credit &

HP finance

— Objective: Understand organizational
objectives and risks in order to gain an
ongoing view to how those risks are
managed. Develop an elegant set of metrics
with easily identified outliers for self-
assessment and IA follow-up.

24 ©2009 HP Confidential 12/29/2009

Collections Process 3
— Diverse Team: HP’s “Top Talent in
Finance.” Contributors came from across
B




CREDIT & COLLECTIONS MONITORING:

BFT metrics cover Cost, Financial, Performance, Efficiency,
Compliance, Personnel, Program Development, Global Initiatives, etc.

HP Global Credit and Collections: FY10 Business Fundamentals

Performance Category Q1 Goal Q2 Goal Q3 Goal Q4 Goal Now'D9 Dec'D9 Jan"10 Feb'10 Mar'10 Apr10 May' 10 Jun10 Jul*10
Al Doliar Amounts (except the cost metncs) are In millions
Cost Metrics: Glohal C&C Only, {Excludes Regional Data)
ASPIRE- GLOBAL C&C,
(thousands) $1,118 $712 $694 $r02 $373 $373 $373 $237 $237 $237 $23 $23 $23
FLASH- GLOBAL C&C, (thousands) $1,059 $654 $660 $681 $353 $353 $353 5218 218 $218 $220 $220 $220
ACTUALS- GLOBAL C&C,
(thousands) $987 $622 $647 $154.5 $204.2 $628.7 $219.4 $209.3 $192.9 $199.3 $224.7 $223.5
Global Team Cost ! Headcount,
(thousands) $31.3 $20.0 $21.1 $4.68 $6.4 $20.3 7.1 $6.8 $6.2 $6.4 §7.2 &7.5
Global Cost ! Aspire % == 100% ==100% == 100% == 100% $M.5% 54.8% 92.4% §8.2% 81.3% 86.1% 97.1% 96.6%
WW Cost (thousands) 9,756 9,252 $8,516 $3,391 $3,123 $3,242 $3,331 2,933 2,968 2,657 3,275 2,865
HPCO Revenue (thousands)|  $31,176,749 $30,849,536 $29,964,623 n/a nia 31,176,749 n/a nia 30,549,536 n/a nia $29,964,623
ACTUALS Cost of Credit as a % of
Revenue 0.0313% 0.0300% 0.0294% n'a n'a 0.0313% n'a n'a 0.0300% n'a n'a 0.0294%
Global Revenue / Headcount,
(millions) $1,006.7 $995.1 $998.8 nia nia $1,005.7 nia nia $995.1 nia nia $998.8
Global Team Total Headcount,
(ETW Included) 33 33 33 33 33 32 Edl H Edl EL EL EL 30
Ww CEC Headcount {ETW|
included) 883 865 854 588 852 880 863 876 857 543 855 863
HP Revenue /WA Headcount,
(millions) $35.4 $36.0 $34.7 nia nia $35.4 nia nia $36.0 nia nia $34.7
Financial Metrics : Global C&C Only, (Excludes Regional Data) Nov'09 Dec'09 Jan"10 Feh'10 Mar'10 Apr'10 Mav'10 Jun'10 Q3FY09
QPEX (Het Bad Debt), $M 14.8 11.3 4.7 n'a n'a 14.8 n'a n'a 11.3 n'a n'a A4.7

» M]\Global / &mericas £ EMES £ fsiaPac { Credit Ops Efficiency f Collections Ops Efficiency  BFT Explanations and Cwners [/




Days Sales Outstanding

Delays of payment is a symptom of inaccuracy

“Hackett analysis finds that a typical $10 billion company can generate
more than $35.8 million/year in bottom-line savings if they achieve
world-class performance in this area by reducing Days Sales
Outstanding (DSO) - a standard measure of how quickly companies
get paid by their customers. One key strategy of world-class
companies in this area has been to dramatically lower billing error
rates in order to eliminate any reason for delayed payment. In
addition, these world-class finance organizations have made
significant improvements in their Invoice-to-Cash procedures, driving
higher levels of efficiency and effectiveness.”

The Hackett Group

26 ©2009 HP Confidential 12/29/2009 @



TREND IN COLLECTION — JULY 2010
Transaction Data Outlier Trended

BEVARSEEES

Total A/R (in DPD % above 90 Collection

Effective Index

% of Current A/R Outstanding

USD Billions) days (DSO)

July 10 Jun 10 July 10 Jun 10 July 10 Jun 10 July 10 Jun 10 July 10 Jun 10

World Wide | 14.85 I13.46 88.4% 184.5% 1.4% l 1.6% 40.9 I 38.2 86.9%' 83.1%

AMS 665 F637 | 87.1% f828% | 14% | 1.6% | 418 § 418 | 85.4%f 802%
APAC 244 4207 | 87.8% 670% | 21% g 26% | 366 g 320 | 87.9%¢ 87.7%
EMEA 575 §501 | 901% 56w | 11% 0 119 | 422 § 372 | ss3wl 843

In EMEA, DSO changed significantly on account of (1) EMEA Retall, (2) Austria, (3) Turkey, (4) Greece, (5) EMEA
OEM, (6) HPITBV Africa and (7) Egypt

In APJ, DSO changed significantly on account of (1) Japan, (2) Philippines, (3) Taiwan, (4) Vietham and (5) AEC
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Trend in Blocked Orders (BO) — July 2010
Transaction Data Outlier Trended

Manual Sales TAT for Manual Manual Shipment TAT for Manual
Orders % Sales Orders (Hrs) Orders % Shipment Orders (Hrs)
July 10 Jun 10 July 10 Jun 10 July 10 Jun 10 July 10 Jun 10
World Wide 3.5% l 4.6% 22.4 l 61..5 9.0% l 9.8% 55.4 l 62.1
AMS 2.6% I 2.3% 24.1 l 25.3 8.6% I 4.3% 21.0 l 29.1
APAC 3.5% l 4.4% 10.8 I 8.1 7.2% l 9.8% 63.6 I 60.6
EMEA 50% [ 8.4% 235 | 861 21.9% T 145% a91 | =05
The countries responsible for increase in percentage of Manual Shipment Orders are (1) Russian Federation, (2)
Luxemburg, (3) France and (4) Netherlands

o ©ZUUY [ COniaernitial L27291ZUU0Y



Credit — Countries with High and Very High
Instances of Customer Credit Review Non
Compliance and Blocked Orders for July 2010

Very High . Chile (17.11%, 7.95%)

% 2. Puerto Rico (11.29%, 5.77%)
of

CCR Non

Compliance

(More than 10%)

H

=

High

%

of

CCR Non
Compliance
(5% to 10%)

China (8.09%, 7.68%)
Kazakhstan (6.42%, 6.78%)

Mexico (9.22%, 10.54%)
Singapore (6.07%, 17.20%)
Hungary (5.94%, 15.89%)
Philippines (5.58%, 11.84%)

N
HwN e

High percentage of Blocked Orders (5% to Very High Percentage of Blocked Orders (More
10%) than 10%)

(1) Argentina, (2) Chile, (3) Colombia, (4) Ecuador, (5)Hungary, (6) Mexico, (7) Puerto
Rico, (8) Venezuela and (9) Vietnham has been in High Risk 25 Countries for the

Accounts Exceeding the Credit Limit since last one Quarter
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RELATING TRANSACTIONAL
AND SECURITY METRICS

HP Internal Audit



TOP MANUAL JOURNAL ENTRY USER-IDS

No. of Months the
User came in top 20 . . \ ven . .
Existing SOD conflicts within GL | Cross-App SOD conflicts of GIL accounting on
User No User Name by MJV Amount i : . ..
n . accounting system (LH1) LH1 with functions on other SAP applications
posted within the
last 12 months
#/20370180 |Santosh Hegde 12 GL-Accounting and Bank Statement -
#/HPBTCH HPBTCH 12 no dinlog user no dinlog user
#/20150696  |Sharon Ogink 12 GL-Accounting and Bank Statement -
#/20410557 Preethesh NR 12 - -
#/20224564  |Lavita Pinto 12 GL-Accounting and Bank Statement -
. GL-Accounting and Bank Statement

#/20382854 |Ganesh Shripad Hegde 12 )

and Change Quotes and Flag Invoice
#/20284010 |Balasubramaniyum § 12 GL-Accounting and Bank Statement -

GL-Accounting and Bank Statement
#/20322958 |GappannaBK 10 )

and Change Quotes and Flag Invoice
#/20382668  |Matthijs Vloten 10 GL-Accounting and Bank Statement -
#/20434021 Deepak GV 10 GL-Accounting and Bank Statement -
#/00132614  |Jeroen Brinkhof 9 GL-Accounting and Bank Statement -
#/20366031 |layantie Birdja 9 GL-Accounting and Bank Statement -

Gl-accounting on LH1 and Invoicing on DZC
#/00565561  |Kelly Chang 8 - .
and Invoicing on PJ1 I

#/20411259  |Rajiv Kumar D 7 - -
#/20285789 Bhuvaneswary K 7 GL-Accounting and Bank Statement -
#/20431081 |Jayashree CN 6 - -
/21340428 Rahul vishwakarma g - -
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OUTLIERS DRIVE OUTCOMES THAT MATTER

v Fall Better: Start with business objectives
rather than audit objectives A

{
4

v~ Align diverse sources:
Incident logging
Configurable conditions
Transactional data

v"Isolate predictive outliers across multiple
indicators

v IT Indicators tend to lead financial
indicators

v"The most persuasive indicators address
root cause and are accompanied by
action




QUESTIONS?

Carrie.Gilstrap@hp.com
PatriclaG@hp.com
Brad.Ames@hp.com
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Appendix

Carrie.Gilstrap@hp.com
PatriciaG@hp.com
Brad.ames@hp.com
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CONTINUOUS MONITORING TOOLS*

—Alignment is the Key:
—Incidents, change, and configurables give pervasive results across audit
objectives
— Transaction data gives precise results specific to the business objective
—Balance a suitable mix of logging, configuration and transaction data to give the

aala Ne = 0 _~ON TaYa hat are economica a
IT OPERATIONS  APPLICATION FINANCIAL TOOL DEFINITION
S PROCESSES

—, Transaction Comparing processed transaction (or master file)

data data against a set of control rules established to
highlight exceptions and/or identify instances in
which the controls over a process or system are not
working as intended.

Conditions Examining application or infrastructure configuration
settings/parameters and comparing them with a
baseline or with previously established
expectations. An example could include tools that
monitor system access controls.

Changes Identifying and reporting changes to critical
resources, data or information, making it possible to
verify that changes are appropriate and authorized.

Processing Verifying and monitoring the completeness and
integrity accuracy of data as it progresses through various IT

processes and systems.
Error Monitoring the volume and resolution of activity in
NENEGENERI  suspense areas, error logs or exception reports,

typically as part of an application system.

Systems. Vol II: Application. Durham, NC. 2009: 53-54.

*SOURCE: The Committee of Sponsoring Organizations of the Treadway Commission (COSO): Guidance on Monitoring Internal Control
/
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COSO Monitoring Design & Implementation
Progression

© 3. ldentify

information that
will persuasively

- indicate whether the

_ Internal control system

\_ Is operating effectively

Source: COSO, Guidance on Monitoring Internal Control Systems,

Volume |, p. 7. p
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Interconnected EXECUTION

Audit Prep

- Predetermine AB
Coverage

- Send Audit

Notification Letter

37 ©2009 HP Confidential

Conduct overview
meeting with
auditee

- Scope and risk
adjust audit

- Send Engagement
Letter to auditee

- Send information
and data requests

- Conduct process
mapping

Fieldwork

- Opening meeting
- Process testing
- Data Testing

— Draft Audit Issue &
Recommendation
(AIR)

- Closing meeting

Next Audit Practice

Reporting

— Obtain
management
responses

- Issue draft report

- Issue final report
and executive

summary

Results Based
Considerations

Enhanced Control Design

Walkth{oughs

Continuous Auditing/Continuous Monitoring

1

Other Assurance

Providers

Follow-Up

- Customer Survey

- Issue follow-up




Collaborate with Audit Leads to move from
Ad-hoc to Continuous Monitoring

1. Acquire data and conduct analysis in connection with audit
engagements

2. Learn KPIs from the audit results

3. Determine periodic analysis with sufficient detail to inspect when
warranted

4. Advance Continuous Monitoring to compliance community

Engagement Key Risk Periodic Continuous

Specific Data Indicators & A : o
IEWSIS
INMEIAR KPI’s y Monitoring
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Collaborate with Audit Leads to move from
Ad-hoc to Continuous Monitoring

1. Acquire data and conduct analysis in connection with audit
engagements

2. Learn KPIs from the audit results

3. Determine periodic analysis with sufficient detail to inspect when
warranted

4. Advance Continuous Monitoring to compliance community
5. Predict and pre-empt emerging risk

Engagement Key Risk Periodic Continuous Predict
redic

Specific Data Indicators & A : o
IEWSIS
INMEIAR KPI’s y Monitoring

7
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HOW CONTROL BENCHMARKING WORKS

COSO Guidance on Monitoring Internal Control Systems

Trending and comparing changes to a predefined threshold will sustain

and carry forward the Baseline conclusion with minimal examination.

T
&
©
o,
S
-

seline

I'Oi Ea

Revalid
Cont

4

O Ongoing Monitoring & Change
= : : :
= Periodic Separate Evaluations Conclusion
= % : . : Revalidated
R Change Change § Change
:n: ldentified :H:ldEﬂtiﬁEd :m‘ldentiﬁed
(1] : or Needed sor Needed :or Needed
= ¥ v 5
&
Change
8 [[[]] crencemmenssementprocess Y <o
4
Baseline Certification Response

Re- validation

More Coverage, Less Frequent Baseline Inspections
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Linking IT Controls to
Management Assertions

/ Assertion: Completeness
/ Assertion: Existence / Occurrence

Assertion: Valuation / Measurement

41 ©2009 HP Confidential 12/29/2009




Tool architecture

Client
Module

LDAP
Server

Client

ABAP programs

Web Application Server

Module

1111

Client
Module
Business Server
Pages

Internet Browser Internet Browser Cllent

Module
I I
= =
System Owner Auditor
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3.5

2.5

15

0.5

-0.5

-1.5

Z Test Score for Exceeded Credit Limits for July 2010
Transaction data themes corroborated with statistical

analysis

Z Score for Customers with Exceeded Credit Limits (Countries with more than 50 Customer Portfolios)
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o °
. i o russToco
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o ] PHILIPPINES @ '.
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