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Manager ðIBM Internal Audit CCM/EA Team

John Langford

Senior Internal Audit Manager

ċ17 years experience in internal

audit

ċCIA and CISA 

ċDeveloped global CCM and EA

initiatives for IBMôs IA organization

This material was prepared solely for the faculty, students, and active participants of the 21 WW 
Continuous Auditing Symposium at Rutgers University. Reproduction or distribution beyond this 
Limited audience must be authorized by IBMôs General Auditor. The information contained in this
presentation is one of many components in  IBMôs control framework. 
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AGENDA

AGoblins
ANightmares
ACritters
A Two Lane Road
A Pipelines and Filters
A Prospecting
A Striking Gold 
ANuggets to Go
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Waste

Fraud

Mismanagement

Auditorõs Gremlins
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Reduce resource!

Improve efficiency!

Identify Substantive 

Findings!

Audit Environment
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What to Do?

if you donõt want

bats in your belfry 
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Specific event process approach

òusing CEP rule based technology 

to monitor in real time predefined 

activity in target process (ex -

netting in AR) indicating potential 

control deficienciesó

Broad (O2C) approach

òusing advanced 

analytic technology to 

aid in  periodically 

analyzing and 

identifying high risk in 

Order 2 Cash space to 

determine control 

effectiveness.ó

IBM

IBM Two Track 

Enhanced Audit Model
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IBM Technology

By scoring By specific event

R
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FILTER

CCM
ċLightweight and agile 

complex event processing 

engine

ċ Developed proactively 

for use by line management

ċ Technology 

managed by Internal 

Audit

ċ Results provided to

line management

EA
ċRisk and Compliance 

Analysis Tool

ċAlgorithmic and visual 

data mining combined to identify 

patterns, relationships

ċ Routines utilizing technology 

developed by Internal Audit and 

are not shared  

Tools can be used together or separately
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From Single Events to Patterns

Events

Event Processing 
Rules

Pattern 
Detection

Definitions

event
sources

Run Time

Build Time

Authoring
Tool

ActionsRuntime
Engine

1. Unique approach - SME is the Business Process Owner

2. The SME can introduce new\update risks essentially on the fly 

via collaborative model with Internal Audit and R&D.


