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Control Risk Assessments 

Methodology 
Data: 
Source: MulƟnaƟonal consumer product company  

Issues idenƟfied by locaƟon and business process (e.g. DistribuƟon, Payroll, A/P) 
 
 

Objec ve & Research 
Ques ons 

 

Research Ques on: 
1. How can we verify and review the 

quality of internal auditors’ judg-
ment of CRA? 

2. How can we use a probabilisƟc 
model to prioriƟze the excepƟons 
that disagree from the norms? 

Objec ve: 
Formulate a predicƟve model for 
preliminary control risk assessment 
IdenƟfy excepƟons (quality review) 
Propose a methodology to priori-
Ɵze these excepƟons (ExcepƟonal 
ExcepƟons) 

  FY 08/09 FY 09/10 FY 10/11 All (08-11) 
AS 344 305 275 924 

Ordered Logis c Regression: 
Formula: 

Predicted Probability 
 

 

 

Excep onal Excep ons 

Problem: 
ConƟnuous audiƟng research is abundant 
with IT applicaƟons to provide conƟnuous 
assurance  
Prior conƟnuous audiƟng research focused 
on detecƟng excepƟons efficiently 

Analysis usually yields large amounts of ex-
cepƟons, leaving the user flooded with infor-
maƟon 
Human users perform complex aggregaƟon 
and processing tasks poorly  

Proposed Solu on: 
Step 1: ExcepƟon detecƟon 

Apply one or more technique to detect ex-
cepƟons 

Step 2: ExcepƟonal excepƟons 

IdenƟfy paƩerns within the excepƟons based 
on the distance, $ amount, Frequency, etc 

Step 3: Evaluate the ranking techniques 

Findings & Contribu on 

Findings: 
Accuracy of the fiƩed model is 93%, 
(ie only 7% of the cases deviated 
from the model 
Accuracy of the predicƟve model is 
76.36% 
Top 20 outliers from both ranking 
metrics were the same 

 
 
Contribu on: 

Proposed a methodology for Quality 
review of auditors’ judgment of CRAs 
Proposed a methodology to prioriƟze 
outliers, thus increasing audit efficien-
cy  
Developed a methodology for con-
sistency check, which can provide non-
experts with expert-like knowledge 

Management and external auditors 
are required to report on the ade-
quacy of internal controls (SOX 
404). 
Control Risk Assessments are im-
portant for the planning of the an-
nual schedule of audits, as well as 
the decision whether to limit or ex-
pand controls. 
Internal audits quality is important 
to external auditors & manage-
ment. 
The quality of internal audit affects 
external auditors in 3 phases (SAS 
No. 65) (AU SecƟon 322):  

Risk assessment 
Understanding, documenƟng, 
and tesƟng internal controls 
SubstanƟve tesƟng 

Disagreement Measures: 
RaƟo: 
 
 
Difference 

 



 

Audit Analytics: A Field Study of Credit Card  
After-sale Service Problem Detection at a Major Bank  
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Ideas & Contributions 
 

A General  Protocol 
of Audit Analytics  

Field Study  
 

Results   Summary & Discussion 
 

Motivation 

It is desirable to develop a general and 
systematic protocol for audit analytics, 
because:  

  Basic Ideas 

Contributions 
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Introduction 

 
In auditing we are faced with a problem of identi-
fying irregular transactions from a set of ob-
served transactions. However, it would be pro-
hibitively expensive to investigate each and every 
transaction to find the irregular ones. One way to 
deal with the problem is to investigate transac-
tions that are suspicious. 
 

The traditional audit approach is to choose a ran-
dom sample from the population of all transac-
tions. However, this approach tends to ignore the 
information that is known about transactions. 

 

In the era of technology and computers, it seems 
natural to apply analytical models to identify sus-
picious transactions. It is cheap, fast, and, possi-
bly, accurate. The question is how good it is. We 
show that the answer depends not only on what 
analytical models are utilized, but also on how 
they are utilized. 

 
Challenges of applying 

statistical models  
In order for a statistical model to be effective it 
should be able to should gain “experience” over 
time by learning from its past predictions. Infor-
mation about the past predictions  is called a 
feedback. 

 

In the auditing problem of identifying irregular 
transactions, a model receives feedback only 
from the past transactions that were identified as 
suspicious and were investigated. This is called 
the problem of one-sided feedback, and it may in-
troduce significant bias to the model towards cer-
tain types of irregular transactions seen so far. 
Consequently, the model may fail to recognize ir-
regular transactions of other types. 
 
Usually,  an audit data is highly unbalanced, i.e., 
the number of irregular transactions is relatively 
small. This fact make the problem of one-sided 
feedback even more pronounced. 

 
The exploration and ex-

ploitation framework 
In this study, we try to mitigate the one-sided 
feedback problem by building a framework 

on top of the statistical model that changes the 
way the model learns and predicts. The frame-
work utilizes exploration and exploitation tech-
niques to achieve its goal. 

 

The framework trades off the immediate gain 
from investigating the most suspicious and im-
portant transactions (exploitation) for developing 
a more accurate statistical model by spending au-
dit resources to learn more about the underlying 
distribution of the transactional data 
(exploration). A  more accurate statistical model 
may yield more benefits in the future. 

 

Visual illustration of the framework 
 

 

Testing and Results 
The proposed framework was tested on the large-
scale, real-world census data that simulated the 
problems associated with the audit data. Several 
statistical models were used in testing such as lo-
gistic regression and support vector machines. 

 

The results show that the proposed framework 
may boost the accuracy of statistical models by 
more than 57% and increase the value of pre-
vented loss by more than 18%. 
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Abstract 
 

Continuous Auditing 
Methodologies  

Environment for CA 
Adoption 

Contributions made by organizations  

the U.S. versus China  

Conclusions 

 

Continuous
Data

Assurance

Continuous
Control

Monitoring

Continuous
Risk

Monitoring & 
Assessment

  Organization Year Contribution 

U.S. Elliott Committee 1997 Elliott Report 

AICPA 1999 Red book 

AICPA ongoing Pink book 

IIA 2005 GTAG No.3 

ISACA 2010 IT audit and assurance  guidelines No.42 

China State Council of China (SCC) 2001 IT audit regulation 

2006 New version of Audit Law (Article 31 and 32) 

Chinese National Audit Office  

(CNAO) 

2004 National standards of accounting software interface 

Since 2006 IT audit Practice guidelines 

MOF, CSRC, CNAO,  

CBRC, and CIRC 

2010 Draft of “China SOX” 

CICPA 2011 Draft of the Internal Control Audit Guide 

CIIA 2008 Internal Audit Standard (Article No. 28) 

Environment The U.S. China 

Business  • the Global financial 
crisis 

• the accelerated increas-
ing of out-sourcing 

• the long-term industry 
monopoly 

• corruption inside          
enterprises 

Auditing  • the strict regulatory 
requirement of the SOX 
Act in the first several 
years of its passage 

• the loosening of the 
requirement of SOX Act 
in the recent years 

• research reports,  stan-
dards, regulations, and 
guides for continuous 
auditing provided by 
professional               
organizations 

  

• the internationalization of 
auditing standards 

• the intervening of the  
government 

• the deficiency of internal 
auditing structure 

• the lack of management 
support 

• no continuous auditing 
specific standard,            
regulation, and guide 

Technology  • ERP systems 

• GRC systems 

• data modeling and data 
analytics techniques 

• ERP systems 

• network audit systems 

1. Competition is an important incentive of 
adopting continuous auditing 

2. Government interference is a key obsta-
cle for adopting continuous auditing 

3. Chinese auditors are less independent 
than their American counterparts 

4. Support from management of                 
organizations matters for adopting       
continuous auditing 

5. China needs more legal and professional    
guidance for adopting continuous audit-
ing   

6. There is still an obvious technology gap       
between China and the U.S. 

1. While it is increasingly applied in U.S., 
continuous auditing is in its infancy in 
China. The term “continuous auditing” 
has never been formally introduced until 
the release of the draft of the Internal 
Control Audit Guide in 2011.  

2. Different adopting environment for con-
tinuous auditing could explain why there 
is such a great gap between the U.S. and 
China. 

3. To explore these differences, this study 
compares three types of environment: 
business environment, auditing environ-
ment, and technology environment.  



 

The Development and Intellectual Structure of         
Continuous Accounting Research 
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The continuous development of technology has been identi-
fied as a significant influence on the accounting profession. 
In the last twenty years, auditing tasks have gradually 
shifted from a traditional paper-and-pencil format to a more 
electronic format. This study examines the development of 
continuous auditing research by (a) classifying continuous 
auditing research on the basis of four attribute dimensions, 
(b) applying citation and co-citation analyses to identify in-
fluential research and scholars within the field, and (c) re-
vealing main reference clusters that contribute to the forma-
tion of the continuous auditing field through the use of bibli-
ometrics and graphical data mining techniques. 

<B. CA Co-Citation Clusters (partial)> 

<A. Research Characteristics> 

This study examines extant CA literature by bibliometrics to re-
veal its characteristics and citations' intellectual structure. Lon-
gitudinally, CA research mainly falls under normative studies, 
followed by empirical survey & case studies. Emphasized CA 
research areas are systems/models development, demand & 
growth environment, and enabling technologies. Citations 
shown that “Principles of Continuous Auditing, Monitoring & 
Assurance"  cluster I & II share ten exact references (i.e. Groomer 
& Murthy, 1989; Vasarhelyi & Halper, 1991; Kogan et al., 1999; Alles et al., 
2002; Rezaee et al., 2002; Vasarhelyi, 2002; Searcy & Woodroof, 2003; Vasarhe-
lyi & Greenstein, 2003; Alles et al., 2004; Vasarhelyi et al., 2004). These key 
manuscripts are recognized by accounting scholars and have 
played a crucial role in CA research thought development. 

Introduction & Motivation 

The 118 continuous auditing relevant research examined 
was collected from online academic research databases- Eb-
scoHost, Science Direct, Scopus, Wiley Library, ISI Web of 
knowledge and Accounting Research Directory after query-
ing key terms "continuous auditing," "continuous assur-
ance," "continuous monitoring," and "continuous reporting." 
The collected studies are published within the 1983-2011 
time frame.  
A taxonomy classification approach is applied to identify re-
search characteristics of continuous auditing in four dimen-
sions. Citation & co-citation techniques are used to examine 
the development of CA citations’ intellectual structure over 
three periods of time. 

Methodology 

Results Analysis 

                  Results Analysis 

Conclusion Implications 



 

Semantic Clustering of Accounting Literature  
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Motivation  Literature Review Methodology 

 

Traditionally, literature taxonomi-
zation has been performed manu-
ally, which is very time consum-
ing and may cause inconsistent 
results. 
Continuously emerging new con-
cepts and research topics require 
regular update of taxonomy crite-
ria and classification results. 
Using text clustering techniques 
to cluster academic literature has 
been studied in several disciplines 
such as biomedicine and astron-
omy, but not in accounting. 

We use ontology based text 
clustering method in this study.  
Because there is not a widely 
accepted existing accounting 
ontology for literature taxono-
mization, we can first extract 
ontology from accounting litera-
ture then use it to facilitate clus-
tering task. 
Sample: 200 papers published 
in “The Accounting Review” 
from 1990 to 1997.  
The existing manually classified 
taxonomy information in Ac-
counting Research Directory in-
clude: research method, mode of 
reasoning, school of thought, in-
formation, treatment, accounting 
area, objective, foundation dis-
cipline. 
Tool: IBM SPSS Text Analytics  

Research Questions
How can we use text clustering 
technique to automate accounting 
literature taxonomization?
How accurate the automatic re-
sults could achieve?

Statistical text clustering meth-
ods 
Each document is represented by a 
vector of single words after remov-
ing stop words and word stem-
ming. (Salton and Yang, 1975) 
Similarities of texts are measured 
by term frequency. (Hoskinson, 
2005; Resnik, 1995) 
Semantics in the texts can be mis-
represented. (Bloehdorn and 
Hotho, 2004) 
Semantic clustering methods 
Phrase based vector presentation 
(Lewis, 1992) 
Structure based clustering method 
(Hozima, 1993) 
Ontology based clustering method 
(Hotho, 2002) 

Experiment Process

Concept extraction Results 
 Abstract with 

basic library 
Abstract with 
accounting li-
brary 

Full text with 
basic library 

Full text with 
accounting li-
brary 

Accurate rate 48.1% 52.46% 55.19% 61.2% 

Literature clustering results 

Conclusion 

Taxons Accurate 
rate of ab-
stracts 

Accurate  
rate of full 
texts 

Research method 5.5% 22% 
Mode of reasoning 8% 51.5% 
School of thought 2.5% 9% 
Information 24.5% 45.5% 
Treatment 31% 49% 
Accounting area 36.5% 82.5% 
Objective 2% 2.5% 
Foundation discipline 62.5% 90.5% 

Better ontology can be extracted from full 
texts than abstracts 
Using full text can generate better cluster-
ing results, and clustering results differs 
according to  different taxons.
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Motivation

 
 

 

I. Fraud Issue: 2010 Report to the Nations on 
Occupational Fraud and Abuse estimates fraud 
costs the world over $2.9 trillion in 2009 
(ACFE 2010).   

III. Continuous Auditing (CA) can improve 
the efficiency of internal audit through automa-
tion. However, researchers find that the volume 
of exceptions generated by a CA system may be 
very problematic and can be overwhelming to an 
audit staff (Alles et al. 2008) .  The investigation 
of exceptions is still a manual process and is 
limited by the availability of audit staff.   

Exception Prioritization Framework  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 
 

II. High Expense of Internal Audit: Although 
fraud can be controlled to some degree with inter-
nal auditing, the cost of implementing it is rather 
high. The GAIN's 2011 Annual Benchmarking 
Study from the Institute of Internal Auditors states 
the total audit costs for audit staff size from six to 
ten is more than one million per year (IIA 2011).  

In order to make the best use of the limited auditor resources for investigating alarms, we 
propose a framework to systematically prioritize the exceptions generated by the CA system. 

The framework sequentially consists of five major stages: 1. Rule-based Exception Genera-
tion, 2. Integration of Suspicion Score by Belief Functions, 3. Exception Prioritization 
Analysis, 4. Investigation from Internal Auditors, and 5. Rule Refinement by Back Propaga-

Stage 1. Rule-based Exception Genera-
tion: A set of rules is created based on 
the expert knowledge, and then pro-
grammed to identify irregular transac-
tions and control violations.  The datasets 
are imported into the rule-based excep-
tion generation system, and are expected 
to produce large number of exceptions.  
These exceptions are delivered to the 
next process.   

Stage 2. Integration of Suspicion Score 
by Belief Functions: The Dempster-
Shafer theory of belief functions is em-
ployed to combine the confidence of each 
of these rules that exceptions violate.  
The combined beliefs are treated as the 
suspicious score for each transaction.   

Stage 3. Exception Prioritization Analy-
sis: This process will set a risk threshold to 
suggest an investigative sample.  The 
threshold is set based on the consideration 
of the suspicious scores, the materiality, 
and the available staff.   

Stage 4. Investigation from Internal 
Auditors: The audit staff investigates the 
sample and reports on the findings.  

 

Stage 5. Rule Refinement by Back 
Propagation: Based on the findings, the 
expert rule-based exception generation 
system can be adjusted or modified ac-
cordingly.  This revision process will en-
hance the accuracy of the rules used in the 
next iterative cycle.  

Two Types of Rule Refinement: 

1. Investigative Experience: new rules 
added, its initial confidence is based on 
the judgment of internal auditors. 

2.  Investigative Findings: 

The confidence of specific rules will be 
increased if fraud is detected.  

The confidence of specific rules will be 
weakened if transactions violate the rule 
but later determined it to not be fraud.  

When the confidence of the rules de-
creases to zero, the rules will be deleted 
from the rule-based detection systems. 

Stages of Exception Prioritization Framework  
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Introduction 

 

•Doubts remain about the underlying 
value and predictive ability of quantitative 
measures of firms’ fundamentals (Feldman 
et al., 2009; Shiller, 1981; Roll, 1988; Cutler et 
al., 1989; Lev and Thiagarajan, 1993). 

•Qualitative variables may help  to explain 
stock returns (Tetlock et al., 2008). 

•Most of the information that flows out of 
American corporations is qualitative 
(Gangolly and Wu, 2000), but regulators 
frequently caution firms against providing 
redundant, meaningless disclosures. 

•Is qualitative information purely boiler-
plate or does it provide information?  

•SEC writes : “Our MD&A requirements call 
for companies to provide investors and other 
users with material information that is neces-
sary to an understanding of the company's fi-
nancial condition and operating performance, 
as well as its prospects for the future“ 
MD&A is particularly important because it en-
ables investors to see the company “through 
the eyes of management." 

Literature Review 
 

 

 

 

 

 

 

•Forward-looking language in public fil-
ings (Muslu et al., 2008;  Li, 2010) 

•Context within which financial informa-
tion should be analyzed (Sun, 2010) 

•Insufficient updating or stickiness of 
MD&A (Brown and Tucker , 2011) 

•Readability of MD&A (Li, 2008;  You and 
Zhang, 2009; Miller, 2010; Loughran and 
McDonald, 2010) 

•Language tone in MD&A (Rogers et al., 
2011;  Li, 2006; Feldman et al., 2009) 

Hypotheses 
Hypothesis 1. 

(a) Incorporating text from MD&A into quanti-
tative forecasting models increases accuracy. 

(b) MD&A disclosures are more informative fol-
lowing the regulatory reforms of 2002-2003. 

Hypothesis 2. 

(a) MD&A disclosures are more informative for 
firms with: high earnings uncertainty, a greater 
proximity to distress, greater complexity, and 
higher political and/or legal costs. 

(b) MD&A disclosures are more informative for 
firm-years with large changes in performance 

and high accruals. 

(c) MD&A disclosures are more informative for 
firms with more readable and more financially 
focused disclosures. 

Hypothesis 3.  

Between 2008-2009, text is less informative for 
firms in the consumer discretionary 

sector than for firms in other sectors. 

Data & Earnings Prediction 
Models 

Quantitative Data: Compustat 
Qualitative Data: 10-K annual reports 
downloaded from EDGAR 
Existing Quantitative Models: 

Quantitative Models Complemented 
with Text 

Methodology 
 - Representation of text: “Bag-of-words" 
approach 
- Method: Kernel Ridge Regression 

Results 
Textual Information Extracted from MD&A 
helps to predict Future Earnings 

MD&A disclosures are more informative in the 
Post Sarbanes-Oxley Era 

MD&A Disclosures are more informative for 
firms with large changes in performance, high 
accruals,  high earnings uncertainty, a greater 
proximity to distress, greater complexity, 
higher political and/or legal costs, and for 
firms with more financially focused disclosures. 

In 2008-2009, MD&A is less informative for firms 
in the consumer discretionary sector. 

Conclusion 
This study shows that textual information extracted from 
the MD&A section significantly improves the accuracy of 
all the earnings forecast models we use, resulting in lower 
mean and median absolute prediction errors. While this 
result appears to confirm the informativeness of MD&A, 
our results are more surprising when look at improve-
ments in accuracy on a period-by-period basis.  

In the period 1999-2002, before enhanced disclosure re-
quirements were implemented, MD&A does not signifi-
cantly improve the accuracy of forecasts. However, fol-
lowing the increased MD&A regulation, from 2003-2010, 
narrative disclosure significantly improves forecasting ac-

curacy over models using quantitative vari-
ables alone.  

An interesting caveat to this result in the pe-
riod 2008-2009, during which time there was 
an unanticipated economy-wide shock 
which disproportionately affected demand in 
the consumer discretionary sector. In those 

two years, MD&A disclosure is informative for non-
consumer discretionaries but actually adversely affects 
forecast accuracy for consumer discretionaries. 

Our results suggest that MD&A is helpful in periods of 
economic stability and efforts to reform the MD&A sec-
tion have led to more relevant narrative disclosures. 
However, MD&A cannot be expected to eliminate all er-
rors in expectations as managers are no more endowed 
with a crystal ball than other market participants. 



The Predictive AuditThe Predictive Audit: 
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Contemporary Auditing  Progressive Audit  
The actual audit processes are formal-
ized and automated where possible. 
Audit re-engineering is done with CA/
CM to get a systematic review and al-
teration of audit processes to be in 
line with a flow of data in a company 
and to improve audit procedures.  

Preventive Audit  
The preventive audit applies a foren-
sic model that creates a filter to pre-
vent suspicious transactions from 
being processed.  Filtering rules are 
imbedded in the process and will 
flag transactions with a significant 
potential for exception for further 
review.  

Predictive Audit 

Predictive audit characteristics  

 
Predictive Modeling Conclusion 

Predictive audit can be a turning 
point for auditing. It is a forward 
looking audit that focuses more on 
the upcoming event rather than 
looking back at the past activities. 
Using data mining techniques and 
other analytical methods, the pre-
dictive models can be created to 
predict the future result of the trans-
actions or pre-identify an area with a 
high possibility of exceptions.  

Audit automation can be performed 
either by automating traditional audit 
( progressive audit) or by adopting for-
ward-looking techniques that can be 
used as either a measurement bench-
mark for a close-to-the-event audit 
(predictive audit) or in certain cases as 
a means to avoid purposely defective 
transactions to being executed 
(preventive audit). 

The idea of the predictive audit is that 
instead of looking backward to audit 
the past event and do adjustments ac-
cording to any changes or errors oc-
curred, auditors could perform the 
audit in a way that they could do ad-
justments in a preventive manner.  

It is a look forward audit that exam-
ines the validity of business transac-
tions before they are executed and 
compares the results to normative 
models. Auditors and management 
will be notified beforehand on the ar-
eas that prone to error. 

Using appropriate data analysis tech-
niques, a predictive audit model can 
be constructed. The model is created 
based on historical transactional data 
with the assumption that current or 
future data will behave in a manner 
similar to historical data. The results 
of the predictive model can direct the 
auditors’ attention to suspicious 
items.  

  Traditional Audit Predictive Audit 
Control Approach Detective (Backward) Preventive (Forward) 

 

Objective Support audit opinion on 

financial statements 

Support not only for fi-

nancial purpose, include 

but not limited to opera-

tional audit, compliance, 

and control monitoring 

 

Audit area Financial statements at 

account balance level 

High risk areas in finan-

cial statements and op-

eration processes at a 

transaction level 

 

Frequency Periodic Continuous 

 

Measurement Static Dynamic 

 

Method Manual 

Manual confirmation 

Documents vouching 

by sampling 

Inventory count 

Use statistics and/or ra-

tio 

Automated 

Automatic confir-

mations 

Data analysis of the 

entire population 

RFID, barcode 

Use data analysis and/or 

data mining techniques 

 

 

 

 

 

 

 

Predictive model formation  

 
Historical or  
current data 

 

 
 

Predictive 
results 

 
 

Data analysis 
techniques 

 
 

Predictive  
model(s) 

Audit Automation 

 Current Future 

Progressive 
Audit 

Predictive 
Audit 

Preventive 
Audit 


