JOUENAL

FHE EDP AUDITOR
Lt e g+ 5 o g

T
e

o Cortruman St b
SAPTEoET in LI

The Continuous Process
| Audit System: A
UNIX-Based Auditing Tool

by Miklos A. Vasarhelyi, Ph.D., Fern B. Halper, Ph.D. and
Kazuo f. Ezawa, Ph.D.

Preface

This paper examines the Continuous
Process Auditing System (CPAS), a UNIX
based auditing tool developed at AT&ET Bell
Labaratories for the Internal Audit organiza
tion. The svstem is an implementation of a
Continuous Process Audit Methodology
(CPAM) and is designed to deal with the prob-
lerns of auditing large paperless database sys
tems.

CPAS was buill using the UNIX operating
system and the MeWS windowing system. [t
was constructed using standard UNLIX plat
form tools and enniched by a commercial rela
tonal database. This application llustrates
that the UNIX system 15 a rich and effective
environment for advanced applications that
integrate mainfeames and workstanions,

VMS, DOS and UNIX.

The authors wish to thank the participants
of research seminars at several universilics
and the attendees of the EDPAA. A, and
AICPA professional meetings Lo their com-
ments and suggestions. We would also like 1o
thank Mr. Stanley Halper, of the Audit Com
mitiee Support Network, for his insightful
comments.

1. Introduction

Since the introduction of computers in
husiness, the auditor’s role has changed, along
with the complexity of tasks they need to per

have created

A These changes
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form.

major challenges in perfornang the auditing
and attestation function. For @xample, 1) the
advent of time-sharning and dala communica-
tions has allowed continuous access to data
from many locations, crealing access expo-
sures; and 2} database systems have added
more complexity due to the lack of obvious
mapping between the physical and logical or-
ganization of data. Today, many large applica-
tion systems consist of multiple modules, of
ten with multiple copies of databases, al many
locations, The “snapshot™ audit, that uses only
a few days of data from the system being
aundited, is not effective 1n these real time sys-
tems because evaluating the controls over
these syslerns requires evaluating the controls
at many poins in tme, which is virtually im-
possible after the fact, even if a detailed paper
trail exists, using this method.

Auditors have developed specialized au-
dit seftware to deal with traditional audic
functions, and have begun to use advanced
technologies in support of avditing. For ex-
ample, Cash et al.5' examines technigues that
can be used to audit Accounting Information
Systems. Other examples ol these technolo-
gies are the use of advanced workstatons's!
and decision support systems!” that incorpo-
rate analytic tools and expertise'™ o be used
on top of the corporate inlormation system.
This paper describes the Continuous Process
Audit System (CPAR), a LINIX-based sys-
tem thal monitors lurge complex systems
from an audit perspective lhe purpose of
CPAS is 10 provide auditors with an inte-
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grated diagnostic view of a system. CPAS
works by gathering and collating diagnostic
data produced from dilferent parts of a sys-
tem and presenting key checkpoints and ana-
Iytics in a workstarion environment. The pur-
pose of the analyucs 15 to ensure the linancial
integrity of the system and call auditors” at-
tention to any anomalies. CPAS is an audit
application of a general monitoring rethod-
ology developed by AT&T Bell Lahoratories
for the AT&T Internal Audit Organization.
The methodology is supported by a set of
tools, also developed at Bell Laboratories.
This paper focuses on the system aspects of
CPAS, and in particular, the UNIX-buased
features of this implementation. For a more
detailed view of the motivation and theory
behind CPAS see Vasarhelyi and Halper
(14941).®

The paper is divided into six sections. In the
next section, we provide an overview of
CPAS. Section 3 provides an overview of the
methodology. Sections 4 and 5 describe how
CPAS was implemented. The Discussion
(section 6) touches briefly on audir issnes sor-
rounding the use and development of CPAS,
our evaluation of UNIX for the task of build
ing the CPAS systemn, and some ideas for fu-
ture work.

2. Overview of Approach

In Continuous Process Auditing, data flow
ing through a svstem are monitored and ana-
lyzed continuously (i.e.. daily) using a sct of
auditor defined rules, System alarms and re-
ports call the auditor’s atlention (o any deten
oration or anomalies in the system. Continu-
ous Process Auditing, then, is really an analyt-
ical review techmgue™ since constantly ana
lyzing a system allows the auditor to improve
the focus and scope of the audit, Furthermore,
itis also often related to controls as it can be
considered as a meta form of contral (audit by
exception) and can also be used in monitoring
control (compliance) either directly, by look-
ing for electronic signature, or indirectly by
scanming for the occurrence of certain events.

Ultimately, if a system is monitored over
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heuristics, the audit can rely purely on excep-
tion reporting. Impounding auditor knowl-
edge into the system means that tests that
would normally be performed once a year are
repeated with each cycle performed or at
planned checkpoints.

The adoption of a Continuous Process
Audit Methodology (CPAM) will change the
nature of evidence, niming, procedures and ef-
fort involved in audit work.

* Evidence: The auditor will place an in-
creased level of reliance on the evaluation
of flow data {while accounting operations
are being performed) instead of evidence
from related activities (e.g., preparedness
audits).

* Timing: Audit work would be focused on
audit by exception with the system gath-
ering knowledge exceptions on a continu-
ous basis.

*» Procedures: Traditional auditing in-
volves the examination of archival data,
substantially aller the event and empha-
sizes paper-based evidence. Continuous
Process Auditing involves the examina
tion of archival and immediate data,
close-to-the-event and use of magnetic re
corded data.

= Effort: Continuous Process Audiling is
expected to decrease the amount of proce-
durat effort while focusing on & continu
ous review of application and audit proc

CRSCS.

3. Conceptual View of Methodology

Conceptually, the moniloring system con-
sists ol three levels: a data provisioning level,
a knowledge level, and a presentation level
(Figure 1), The data provisioning level pro-
vides the raw data for the analysis, Data can be
extracted from operational reports that are
produced by the system or through direct data
access. The extracted data are stored in a data
repository (i.e., a database} and/or stored n

raw [orm." Certun data also need to be stored
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CONCEPTUAL VIEW OF METHODOLOGY

nowledge base. This includes informa- * standards: leve] measures determining

out the structure of the system being expected metric and analytic status at a

red and analytic definitions. The anal- particular point in time.

! (he data is performed usin various . L . .
P g . * alarms: attention directing action, trig-

il the output is sent to a presentation

gered by the values of metrics and analyt-
ics. Alarms may be hierarchical in nature;
Le., some alarms may just flaz an event

for inspection, while others may call man-
ics and analytics: metrics are direct agement attention to serious problems in
surements of a system. These may in- the system.

i elements of the methodology in-

e things like number of errors, num- .
RO, ; : . 4. Software Implementation
| 0! ransactions input, etc, Analytics

defined as either functional, logical, or Figure 2 was prepared using the CPAS

toolkit and has ihe look-and-feel of any CPAS
application. It shows a high-level view of a
theoretical billing system. The hierarchy win-
ifastandard is exceeded.  dow on the left in the figure indicates what
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cal relationships among metrics.
M measurements can be compared
pinsi s¥stem standards and alarms (see
o) * Fired™




part of the billing system is represented by the
flowchart. In this example, the flowchart rep-
resenls the base node of the billing system hi-
erarchy, i.e., an overview of the system. This
node 15 called “Overview™ in the hierarchy
window. Other nodes in the hierarchy window
;_'|_|[||:-c|1u:1|_| o flowcharts that represent a
more detailed view of the system being
audited. The auvditor can use the hierarchy
window to move to any flowchart in CPAS by
simply selecting the desired node.

Information relating to 4/1/91 is shown in
the figure. An alarm report illustrates any oul
standing alarm conditions in the system. For
example, on 4/ 1/91, there were two outstand-
ing alarm conditions, an out of balance condi
tion, and an error threshold was exceeded. The
report details where the alarm conditions oc
curred, the actual value of the analytic, an ay
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erage value for the alarm, and the standard the
apnalytic was compared to. A time series plot
shows how many times in the last three weeks
the out of balance condition occurred (here,
twice), More detailed analytics and metrics
relating to the actual billing process and the
interlace between this module and other mod-
ules in the system are found at different levels,
This information, taken together, presents an
integrated diagnostic view of the system being
audited.

“Text,” explaining the flowcharts, and
“Help,” explaining how to use the system, are
available at each level. The auditor can print
out screens, reports, or graphs at any time for
writing his/ber audi( reports,

Complememnting the actual hands-on audit
work is an auditor platform, accessible at any
level, which can include a senes of different
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functions. This platform should wltimately
contain at least a statistical package, a graph-

1cs package, a spreadsheet package (incloding
alilter to the database), a report generator, and
a text editor. These tools can be used for ad
hoc analysis or be linked to the “wired-in"
procedures in CPAS. An even richer techno-
logical environment may incorporate specific
audit document preparation tools that use
high technology hardware to read and inter-
pret printed matenals!' and large amounts of
information can be stored and accessed di-
rectly using optical disk (WORM) technol-

ey

5. Systems Related Issues

The CPAM concept required flexible-mod
ular design and a high degree of flexibility in
order o test the concept and prototype the sys
tem. Mainframe-based development was
deemed oo intrusive and wo costly. Conse-
quently a workstation-based approach with
UNIX-type transitivity and pixel-oriented
graphics was chosen.

Ihe CPAS software was implemented un-
der the MNeWS windowing system and on a
SUN workstation. The NeWS system, at thal
point ( 1957), possessed the best set of “wid-
egets” and development tools. It used Post
Script as its imaging language and could use a
screen, @ file, as well as a aser printer as an
output medium

The entire software was constructed using
standard UNIX tools with a minimum of low-
level programming. Application data were
generaled in [BM mainframes in the form of
standard user reports. These standard system
eports were analyzed by a “knowledge engi
neer” and specific fields chosen for collection
Job Control Language (JCL) specs were in
cluded in the applicalion control procedures
to specily that a particular copy of a report
needed to be sent to a particular distribution
node, This JICL specification was the only
(and minimaly intrusion in the application

Once the report was sent to the receiving
destination it was placed in an electronic
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storage bin. A connected UNIX gateway
would run periodic (say every 10 minutes)
“DAEMONS or CRONS™ and capture
(snurf) these reports, transform them into
mail messages and mail (a standard UNIX
function) them to the CPAS workstation. Un-

“der certain conditions uucp {LINIX to UNIX

Communication Protocol) wias used to trans-
fer the report file to the CPAS warkstation,
These reports, upon arrival at CPAS, were
identified and scanned for the desired data.
For example, a report named A121 would be
identified as A12].awk.” a program scanning
routine would be aclivated, and extracted
data placed in a relational database. A com-
mercially available rclational database
(INGRES!M1) was used as a storage device,
separating the data gathering portion ol the
system from its data analysis and delivery
device

The graphic interface design device was
called “Flow-Edit™ and is not unlike many
graphic design devices now available both in
the UNIX'™! and the DOS (e.g. Harvard
Gl’alﬂ]ll’."\l worlds. This ool was used to con-
struct the flowcharts, link the flowcharts hier-
archically, and o define different metrics and
alarms.

Specific metrics boxes contained data rep-
resented to be moving along a flow or con-
tained ina level. These metrics were the resule
of direct sgi"* quenes to the relational data-
base, The graphs contained in the windows
representing analylics were drawn by a staus-
tical package called 5. This package was
developed for “exploratory data analysis” and
contains valuable graphical features. Both the
tahles and text were generated using UNIX's
text editing, [ormatting and WYSIWIG fea-
tures enriched hy the power of PostScript dis-
play on to the screens.’

This concepl, however, can be extended
and implemented piece by piece using stan-
dard PC tools. Conceivably, the methodology
can be implemented in many differem ways,
trom a full-

fledged distributed computing solution with

a4 pure PC implementation to
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the “audit computer” as the self-contained
destination of monitoring/measurement data.

6. Discussion
6.1 Auditing Issues

The CPAS prototype was tested on two
very large financial systems. The first applica-
tion of the CPAS technology was an evolving
system whose features changed rapidly. The
idea was to put a prototype in place that con-
tained basic analytics and then work with the
auditor, as they used CPAS, to build more ex-
pertise into the system. The issue of startup
cost to impound the system description into
the CPAS platform and the maintenance of the
knowledge base became very important.
However, the process of knowledge acquisi-
tion and recording used under CPAS is not un-
like the phases of internal control evaluation
and documentation for workpapers that an au-
ditor has to perform. The level of auditor com-
prehension of the system tends to be decper
under this approach if the auditor (not a sys-
tem analyst) is to perform knowledge cap-
ture.5

The CPAS approach probably requires a
higher audit startup cost than the traditional
audit but the level of audit examination is also
consequently deeper and more reliable. The
CPAS approach is substantally ditferent from
the traditional one and requires balancing of
audit evidence and timing of the audit process.
Given this, the issue of resistance to change
may arise. This can be handled by the issvance
of an audit manual that describes how to audit
with CPAS and extensive training and techni-
cal support of the auditors in the engagement.

6.2 System Issues

IINIX provided a useful and flexible plat-

form for the implementation of the concept al-

lowing the utilization of a wide set of generic
tools for a rapid development of the prototy pe,
It also worked well in a hybnd environment
interfacing with a mainframe-based applica-
tion. The testing of the prototype indicates its
ability to rapidly converge to a full-scale im

plementation
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The CPAS methodology was developed
with special focus on internal auditing but
may he extended to external auditing work
even for smaller application software (if tem-
plates can be developed). CPAS is really a
specific instance of the application of a large
syslem monitoring and management technol-
ogy into an audit domain.

6.3 Future Work

Foture work will focus on increasing the
quality of auditor work by integrating the au-
ditor platform with the awditor workstaton,
increasing the vse of monitoring probes, im-
proving the quality of the auditor heuristics,
and impounding more expertise into the §ys-
tem.

Furthermore, future work will expand the
decision support features of the prototype as
well as some of its intelligence. The main fea-
tures of such an expansion would include:

+ Incorporating Al technigues such as evi-
dence propagation on the beliel net.!'”

e Incorporate design analysis methodology
based on influence diagrams and probabi-
listic estumation, ! Bito201

» [ncorporate pattern recognition technol-
ogy to evaluate ime series trends.
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O course, software can be ploced directly in the
strenm of transactions, and monitor the system directly,
four any il concems

Software companies, such as Teltrak Advanced Tech
nilogy Systems Inc,, have developed software systems
that control access to ophional disk storage devices

These are UNX -baszed PO liires
a particular set of circumslsnces occurs [ DAEMON ) or at
regular time intervils (CROMS)

‘Both sed and awi™ are pattern scanning languages
designed for the wentficaion of specific sequences o

1 self-activane il

X
"The guest-editor’s editenal discusses these tools ear-
lier in this issue
*In the long range mach of o WOk can linked 1o
the use of CASE |
ured at design and could be ensily transparted, it not di

rectly used, to the platform,

tools where the knowledge 15 cop-
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