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Going Dark
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Criminal Justice Information Services (CJIS) CIRG = Laboratory Services = Training Academy BRalVi(o](:

News | Publications | Going Dark

Going Dark

often called the “"Going Dark” problem.

Dark Hacktivist
Market Dark Web Forum
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Cybersecurity Risk Classification Method

Disclosure

Focused on Litigation

Obfuscated Contents

Loose Knots

Actual Exposure

Level Topic Keywords
Topic 6 Employee, Procedure, Policy,
Aoplication Malfeasance, Event
bp V2 - . Liability, Litigation, Disclosure, Cost,
User Level Topic 7
Employee
Topic 15 Target, Client, Sabotage, Cost, Change
Topicl Health, Law, Privacy, Regulation, HIPAA
V6  Litigation Risk . Reputation, Litigation, Disclosure,
Topic 2 ; - I
Misappropriation, Liability
Business Topic 0 Individual, Government, Claim, Law,
Level P Payment
V4  Litigation Cost . Management, Recovery, Plan, Vendor,
Topic 3
Threat
Topic 11 Claim, Cost, Expense, Event, Market
. Software, Attempt, Transaction, Process,
Topic 4
Error
V3 Eirm Eactor Topic 14 Infrastr_ucture, Erjcrypt!on, Interruption,
. Operating, Sophistication
Technical . .
. Threat, Encryption, Vulnerability,
Level Topic 16 .
Resource, Provider
Topic 10 Break, Interruption, Power, Incident, Event
V5 External Factor . Power, Disaster, Interruption, Intrusion,
Topic 13 .
Terrorism
. Infrastructure, Reputation, Industry,
Topic5 Standard, Control
Tooic 8 Employee, Software, Product, Market,
Control V1 - P Client
Topic9 Resource, Facility, Software, Cost, Capital
Topic 12 Ability, Encrypt, Development, Product,

Change

Breached Data Tree

Classification Tree

Broader Contents




Informativeness of Cybersecurity Risk Disclosure

Risk Identification

Disruptive
Cybersecurity Risk
Identification
& Control Implication

l

Dynamic Control Criteria

Mapping
Exposed Data to
Cybersecurity Risk

vs. Management Description

Focus on the
Pre-existing
Control Criteria
Structuring
Firm-specific
Control Criteria




Traditional Approach

History of CPA involvement in auditing IT controls

SAS 44

Special-purpose
reports on internal
accounting
control at service
organizations

SAS3

The effects

of EDP on the
auditor's study
and evaluation
of internal
control

WebTrust

Principle and criteria

for electronic
Commerce

SAST0

Service
organizations

Trust services
criteria (TSC)

For security,
availability,
process integrity,
confidentiality or
privacy = merger
of WebTrust and
SysTrust

2003

2010

SSAE 16
Reporting on

SysTrust

Principles and criteria
for systern reliability
organization

controls at a service

s0c1®

Reporting on Controls at a Service
Organization Relevant fo User
Entities’ Internal Contral Over
Financial Reporting Guide

soc 2¢

Reporting on Controls at a Service
Organization Relevant to Security,
Availability, Processing Integrity,
Confidentiality or Privacy Guide

s0cC 3%

Trust Services Repart for Service
Organizations

2018 and
beyond: Evolve
cybersecurity
services and
introduce S0C
for Vendor
Supply Chain

S0C for

Cybersecurity
Reporting on an entity's
cybersecurity risk
FrEanagennent program
and controls



Classification

Exposed
Data

_

Actual Exposure

Breached Data Tree
Classification Tree

Broader Contents

Cybersecurity Risk Classification Tree
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Risk Description Risk Severity

Relevant o
Control Litigation Cost




Peer Group Analysis

seccccccccccccccccccccccs seccccccccccccccccccsnnns

Dynamic Industry Classification (DIC)

.......................................

...................

Firm Vector Map
Generation

...................

Step 3:
Industry Clusters
Identification

Textual Data

Preprocess
Textual Data

Preprocessed
Textual Data

Perform Doc2Vec

Multidimensional
Firm Vector Map

Cluster Firms based on
Firm Vector Map

SIC: 5961 (Retail-Catalog

amazon _
II.” w "'-I | & Mail-Order Houses)
2013: 2014: 2015:
Retail Platform Cloud Service
Target Twitter Alphabet
eBay eBay Adobe
Walmart Apple Microsoft

Risk Identification

3'd Party Risk Monitoring Business Activities

Mapping with control

General Control Specific Control




Dynamic Control Assessment

Control
(Mediator)

Vulnerability

Vulnerability

Risk Assessment
Risk Type

Risk Severity

Cybersecurity
Breach

Control

Dynamic Control
Criteria

Mapped Control

Cybersecurity Breach

Opinion
Materiality

Controllability



Informativeness of Cybersecurity Risk Disclosure

Multicollinearity

’_ (

Access Control

N

— DB Security

Privacy Data

Overall
Cybersecurity
Score

) |

Ay: 22%
2.2 21% < A1t 32%
1,: 22% > Ay 7%
232 57% < A3: 61%
\ J
|
825 ?

out of 1000

[ 739 ]
out of 1000

Regression Analysis ?



Informativeness of Cybersecurity Risk Disclosure

Entity
(Human)
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Subject of Analysis
(DNA Sequences)

Thymine (Yellow) =T Guanine (Green) = G

Adenine (Blue) = A Cytosine (Red) = C

.

Imagify DNA Sequences

Probability of
Cancet

FGA-Google DeepVariant

Entity
(Company)

Subject of Analysis
(Disclosure)

B ||%

Imagify Cybersecurity

Risk Factors
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Cybersecurity
Risk Metric

e

Your Score m EXCELLENT

@ POOR: 400-510

@ FAIR: 511-590

720

GOOD: 591 -645

@ VERYGOOD: 646-715

@ exceuwent: 716-800
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Informativeness of Cybersecurity Risk Disclosure

Imagify DNA Sequence
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