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RESEARCH OBJECTIVES

 Identify types of cybersecurity risks.

 Compare a firm’s cybersecurity risks 

with its peers.

 Disentangle firm-specific and industry 

general cybersecurity risks.

Overall measure
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RESEARCH OBJECTIVES

Dynamic Peer Group Identification (DPI)

Cybersecurity Risk Profiling (CRP)

Textual Imigification(TI)

To introduce a new quantitative method for gauging cybersecurity risks in the hope of 

encouraging new streams of future research that might utilize our proposed measures.

 Limitation of existing industry 
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 Cybersecurity risks - Textual 

data 

 Multicollinearity - Correlations 

among various types of 

cybersecurity risks



GENERAL FRAMEWORK

Dynamic Peer Group Identification (DPI) Textual Imagification (TI)



RESEARCH OBJECTIVES

Cybersecurity Risk Profiling (CRP)

Textual Imigification Methodology (TIM)

To introduce a new quantitative method for gauging cybersecurity risks in the hope of 

encouraging new streams of future research that might utilize our proposed measures.

 Limitation of existing industry 

classification such as SIC

 Cybersecurity risks - Textual 

data 

 Multicollinearity - Correlations 

among various types of 

cybersecurity risks

Dynamic Peer Group Identification (DPI)



DYNAMIC PEER GROUP IDENTIFICATION (DPI)

Text Mining using Specific Keywords

 Limitation of Existing Industry Classification such as SIC, NAICS, and Fama-French.

 May not properly describe firms’ businesses: Created by statistics agencies for information aggregation. 

 Old: Established in 1930s.

 Business operation changes during the business cycle.

ex) Apple – Telecom Equipment, Electronic Computers

Current Approach

=
Toy Dog Dog Toy

The methodology do not understand the 

sentence contextually (i.e., order of  the 

words do not matter).



DYNAMIC PEER GROUP IDENTIFICATION (DPI)

New Approach

Distributed Representation Methods with 

Word Embedding

Word as Sequence Train Model

Word Vectorization

Doc2Vec

 Limitation of Existing Industry Classification such as SIC, NAICS, and Fama-French.

 May not properly describe firms’ businesses: Created by statistics agencies for information aggregation. 

 Old: Established in 1930s.

 Business operation changes during the business cycle.

ex) Apple – Telecom Equipment, Electronic Computers

Current Approach



Dynamic Industry Classification (DIC)Dynamic Peer Group Identification (DPI)

DYNAMIC PEER GROUP IDENTIFICATION (DPI)

2013: 

Retail

Target

eBay

Walmart

SIC: 5961 (Retail-Catalog 

& Mail-Order Houses)

2014: 

Platform

2015:

Cloud Service

Twitter

eBay

Apple

Alphabet

Adobe

Microsoft

Firm Vector Map

Step 1:

Item 1 Preprocess

Preprocess Item 1

Item 1

(Business Description)

Preprocessed 

Item 1

Step 2:

Firm Vector Map 

Generation
Perform Doc2Vec

Multidimensional 

Firm Vector Map

Step 3:

Industry Clusters 

Identification

Cluster Firms based on 

Firm Vector Map

Industry Clusters



RESEARCH OBJECTIVES

Dynamic Industry Classification (DIC)

Textual Imigification Methodology (TIM)

To introduce a new quantitative method for gauging cybersecurity risks in the hope of 

encouraging new streams of future research that might utilize our proposed measures.

 Limitation of existing industry 

classification such as SIC

 Cybersecurity risks - Textual 

data 

 Multicollinearity - Correlations 

among various types of 

cybersecurity risks

Cybersecurity Risk Profiling (CRP)



CYBERSECURITY RISK PROFILING (CRP)

Firm Disclosures

(e.g., 10-K)

 Publicly available document from the qualified source

 Cover all U.S public firms.

 Updated annually allowing us to capture the changes



CYBERSECURITY RISK PROFILING (CRP)

LDA2Vec globally finds topics for 

documents based on multiple attributes 

(e.g., stock price, location, size etc.).

Cybersecurity Risk Profiling (CRP)

Step 4:

Item 1a Preprocess

Preprocess Item 1a

Item 1a

(Risk Factor)

Preprocessed 

Item 1a

Step 5:

Risk Profile 

Generation
Perform LDA2vec

Multidimensional 

Risk Profile



CYBERSECURITY RISK PROFILING (CRP)

Database

Security

Control

Server

Spyware

Topic 

Centroid

All U.S. Public Firms

Cybersecurity 

Risk Disclosures

Amazon

Cybersecurity 

Risk Disclosures

𝑹𝑭𝟑: DB Security

𝑹𝑭𝟏: Access Control

𝑹𝑭𝟐: Privacy Data

Risk Topics

………



RESEARCH OBJECTIVES

Dynamic Peer Group Identification (DPI)

Cybersecurity Risk Profiling (CRP)

To introduce a new quantitative method for gauging cybersecurity risks in the hope of 

encouraging new streams of future research that might utilize our proposed measures.

 Limitation of existing industry 

classification such as SIC

 Cybersecurity risks - Textual 

data 

 Multicollinearity - Correlations 
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Textual Imigification (TI)



TEXTUAL IMIGIFICATION (TI)

 Multicollinearity Issue

DB Security

Access Control

Privacy Data

𝝀𝟑: 57% 𝝀𝟑: 61%

𝝀𝟏: 21% 𝝀𝟏: 32%

𝝀𝟐: 22% 𝝀𝟐: 7%

???

out of 1000

??? 

out of 1000

Overall Cybersecurity 

Risk Score

Regression Analysis ?

Correlations among various 

cybersecurity risk topics



Entity 

(Human)

Subject of  Analysis

(DNA Sequences)

Imagify DNA Sequences
Probability of

Cancer

Subject of  Analysis

(Cybersecurity 

Risk Disclosures)
Entity 

(Company)

Imagify Cybersecurity 

Risk Topics Cybersecurity

Risk Metric

TEXTUAL IMIGIFICATION (TI)

FDA-Google DeepVariant

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjdrNPy77XeAhWwnuAKHc9dCG4QjRx6BAgBEAU&url=https://www.shutterstock.com/search/people&psig=AOvVaw0bxq_5J4Sh6V7nBQ_L8n99&ust=1541253778702884


𝑹𝑭𝟏: 
Access

Control
𝑹𝑭𝟐:

Privacy 

Data

𝑹𝑭𝟑:
DB 

Security

𝑹𝑭𝟏

𝑹𝑭𝟐

𝑹𝑭𝟑 𝛌𝟏 = 𝟐𝟏%, 𝛌𝟐 = 𝟐𝟐%, 𝛌𝟑 = 𝟓𝟕%

𝝀𝟏 ∙ 𝑹𝑭𝟏

𝝀𝟐 ∙ 𝑹𝑭𝟐

𝝀𝟑 ∙ 𝑹𝑭𝟑

Amazon’s

Cybersecurity 

Risk Image

𝝀𝟏 ∙ 𝑹𝑭𝟏

𝝀𝟐 ∙ 𝑹𝑭𝟐

𝝀𝟑 ∙ 𝑹𝑭𝟑

Textual Imigification Methodology (TIM)

Step 6:

Vector Representation 

of Risk Profile

Textual Imigification 

Methodology (TIM)

Vectorized

Risk Profile

TEXTUAL IMIGIFICATION (TI)

Textual Imagification (TI)



Textual Imigification Methodology (TIM)Images of  

Non-breached Firms

…

Probability of

Cancer

Imagify

DNA Sequences

Normal

Individual

Normal Pattern of

Cybersecurity 

Risk Image

87. 𝟗%

Cybersecurity

Risk Metric
Autoencoder

(Semi-supervised)

TEXTUAL IMIGIFICATION (TI)

Step 6:

Vector Representation 

of Risk Profile

Textual Imigification 

Methodology (TIM)

Vectorized

Risk Profile

Step 8:

Cybersecurity 

Risk Score (CRS) 

Calculation

Calculate Abnormality 

Level for Each Firm's 

Risk Profile

Cybersecurity 

Risk Score (CRS) 

Step 7:

Normal Pattern 

Identification

Conduct Semi-

Supervised Learning 

(Autoencoder)

Normality Pattern

of Risk Profile

Textual Imagification (TI)



APPLICATION

 Market Reaction

𝑪𝑨𝑹𝒊,𝒕 = 𝜷𝟎 + 𝜷𝟏𝑪𝑹𝑺𝒊,𝒕−𝟏 + 𝜷𝟐𝑩𝒓𝒆𝒂𝒄𝒉𝒊,𝒕 + 𝜷𝟑𝑪𝑹𝑺𝒊,𝒕−𝟏 × 𝑩𝒓𝒆𝒂𝒄𝒉𝒊,𝒕

+𝜷𝟒𝑷𝒂𝒔𝒕𝑩𝒓𝒆𝒂𝒄𝒉𝒊,𝒕 + 𝜷𝟓𝑻𝑨𝒊,𝒕 + 𝜷𝟔𝑺𝒂𝒍𝒆𝒔𝒊,𝒕 + ∑𝜷𝒊𝑰𝒏𝒅𝒖𝒔𝒕𝒓𝒚𝒊,𝒕 + 𝝐𝒊,𝒕

Variable Coefficients t-statistics p

Intercept 0.0238 1.726 0.086

CRS -0.0594*** -2.454 0.015

Breach -0.0366*** -3.032 0.003

CRS * Breach 0.0934*** 2.639 0.009

Industry Effects Included

Adjusted R2 0.021

No. of  Observations 206



Conclusion

Firm Disclosures

(e.g., 10-K)

Doc2Vec

LDA2Vec

Autoencoder
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